Abstract-The increasing complexity of net-centric systems of systems requires each system to be interoperable to achieve operational goals. Interoperability can be considered a metric of an architecture, and must be understood by decision makers as early as the conceptual design phase. Many measurements of interoperability of system pairs exist, but an architecture-level method for calculating interoperability of a system of systems is not currently available. This research presents a flexible, intuitive measure of interoperability of system pairs within a potential architecture performing a set of resource exchanges. It draws from reliability theory to incorporate system requirements and to link the interoperability of a system of systems with operational metrics of performance. This measure of interoperability could provide decision makers with information about an architecture and allow them to compare existing and potential systems of systems during the early phases of acquisition.
I. INTRODUCTION
The increasing complexity of net-centric systems of systems requires each component system to be interoperable to achieve operational goals. Interoperability can be considered a metric of an architecture, and must be understood by decision makers as early as the conceptual design phase. Many measurements of the interoperability of system pairs exist, as presented in previous work [1] , but an architecture-level method for calculating interoperability of a system of systems is not currently available. This research presents a flexible, intuitive measure of interoperability of a potential architecture performing a set of resource exchanges. It draws from reliability theory to incorporate system requirements and available methods of resource exchange into a matrix of interoperability of a system of systems. Section II presents a background of interoperability measurements and reliability theory. Section III will provide an overview of the measurement. Section IV works through a sample problem, and Section V highlights the uses of this measurement.
II. BACKGROUND
Modern technology, like wireless communications, global positioning systems, smart phones, and other conveniences, has highlighted the need for cooperation across various platforms. Systems of systems (SoS) that operate over a network can be found everywhere, from popular consumer electronics to advanced military assets. The successful integration of these network-centric SoS often relies on the ability of each component system to do its job reliably and to cooperate with the other component systems. More specifically, the component systems need to be able to exchange resources with one another within the framework of the SoS, i.e., they need to be interoperable. However, there are multiple interpretations of what exactly interoperability means and in what areas (communications, physical systems, personnel, etc.) it is relevant. In the past two decades, various models of interoperability have been published, each addressing a small part of the interoperability domain. Several of these methods will be surveyed in the next section.
A. Defining Interoperability
It is necessary to have a clear definition for interoperability. Interoperability was originally a software engineering term, and many available definitions pertain to the exchange of data over a network. The IEEE Standard Computer Dictionary provides a general definition of interoperability: "The ability of two or more systems or components to exchange information and to use the information that has been exchanged" [2] . This definition implies several things. First, interoperability is not a characteristic of a single system; it must be defined for at least pairs of systems. Second, there are two main considerations when understanding interoperability: how well information is exchanged and whether or not that information can be used once exchanged. Considering "how well" implies that measures of effectiveness are required.
Additionally, the DoD Dictionary of Military and Associated terms has two definitions, both of which apply beyond military applications. The first defines interoperability as "The ability to operate in synergy in the execution of assigned tasks" [3] . However, this definition is vague and gives no insight on how to measure or consider interoperability, and categorizes it as a binary quality: it either exists, or it doesn't. The secondary definition is more specific to communications: "The condition achieved among communications-electronics systems... when information or services can be exchanged directly and satisfactorily between them and/or their users. The degree of interoperability should be defined when referring to specific cases". This definition also defines interoperability as a characteristic of systems, but what is satisfactory exchange, and what does it mean by degree of interoperability? Several attempts at answering these questions have been made, as will be shown in the next section.
B. Existing Measures of Interoperability
Interoperability is a concept of the late 20th century. As communications technology evolved beyond voice communications and simple data exchange, there arose a need to measure how well systems could interact. Prior to 1980, such a "model" to measure interoperability did not exist. Communications technology was simpler, and there was not really a need to identify the interoperability of systems. However, as communication systems grew more diverse, it became necessary to be able to place systems relative to one another on a scale of interoperability.
In 1980, LaVean defined a Spectrum of Interoperability with 7 levels. This model compared two systems in a range from "separate systems" through levels such as "shared resources" and "conformable systems" to the highest level, "same system" [4] . LaVean noted that interoperability was only one criteria by which systems are designed, and that interoperability cannot be defined by technical sophistication alone.
The most significant model of interoperability for SoS is the DoD's Levels of Information Systems Interoperability model (LISI) [5] . It was developed in 1998 and ranks systems and system pairs on their information exchange capabilities. There are five levels, from Isolated Level to Enterprise Levels, and four categories of attributes: Procedures, Applications, Infrastructures, and Data. Each system has a General Interoperability Level (IOL) that is combined with other systems to create a matrix of Expected IOLs. This can be overlaid on an architecture to create a Specific IOL. Although LISI does define interoperability for individual systems and system pairs, it does not consider overall SoS interoperability, and is limited to information systems. As understood by the definition of interoperability, it is not defined for a single system (only for an exchange between systems), and is not limited to information transfer (it can also be an exchange of materiel or services).
Other models evolved to address specific domains of interoperability, including the Organisational Maturity Model [6, 1998 ], Layers of Coalition Interoperability [7, 2003] , the Systems of Systems Interoperability Model [8, 2004] , the NonTechnical Interoperability Framework [9, 2004] , and a more flexible interoperability measurement by Ford [10, 2007] . [1] , [11] It is clear from the fact that these models exist that interoperability encompasses many operational domains and must be considered beyond data transfer. The method outlined in Section III attempts to address this by calculating the interoperability of a system pair based on their ability to meet user-defined requirements.
C. Reliability Theory Concepts
Like interoperability, reliability is a characteristic of an item, or in the case of SoS, a system. The reliability of an item is "the probability that the item will perform its required function under given conditions for a stated time interval" [12, p. 2] . A logical extension of this definition is to consider the reliability of a pair of systems performing a resource exchange as the probability that the resource exchange will meet performance requirements, such as within a time interval or over a distance. This resource exchange can be modeled using simple analogies to reliability theory, such as reliability in series and standby redundancy. Reliability theory is well documented in several textbooks [12] - [16] .
1) Reliability in Series:
Series reliability describes the situation where any failure in a chain of components causes the system to fail. Basic reliability in series assumes that there is no redundancy, and that each component is independent from the other components [14] . The most general reliability function R S for a system S with n events is given in Equation 1 [16, p. 161] .
Series reliability can be visualized as a block diagram, as shown in Fig. 1 . In the case of an operational process where each component is a task or resource exchange, each block in the diagram is a required resource exchange, and the failure of a resource exchange results in the failure of the entire process.
2) Redundancy: Reliability in Parallel: Redundancy is a way to increase reliability of a system by providing more than one way for a required function to be performed. It is not necessarily a duplication of hardware (e.g. having two valves instead of one), but can also be a software alternative or an extra time allowance [12] . In a block diagram, redundancy of a function is represented as items in parallel, even if the hardware is not actually parallel. Figure 2 shows that three units are available to perform task III.
There are many types of redundancy that are well documented in the literature and that are shown in Fig. 3 [14] . Full active redundancy, where all redundant units are operating under the same load from the beginning, is the simplest case. All units would have to fail in order for the exchange to fail. Assuming only one unit is required to complete the task, the units are not able to be repaired, and failed units remain failed, the reliability of n units in parallel each with a reliability R is given by Equation 2 [16] . For the purposes of this research, full active redundancy is considered, although it is recognized that cold standby redundancy with n-dissimilar units is more realistic. For further reading, please see Ref. [17] .
III. METHODOLOGY These basic reliability functions can be combined to model the interoperability of a system of systems performing some operational process. This process is composed of required resource exchanges among system pairs. Each system pair conducting a resource exchange will have one or more methods available to it. A resource exchange is not necessarily limited to information; it could also be materiel transfer or a service rendered.
Each method of resource exchange is given a reliability of transmission and reliability of translation (what needs to be done before the receiving system can use the resource). The values for reliability of transmission and translation are derived from operational requirements and system capabilities. Transmission has one reliability value, Θ m . Reliability of translation, Θ l , can be calculated using a probability P l that the resource will have to be translated; i.e., something will have to be done to the resource in order to use it. If translation is required, then a quality of translation τ q must be applied. This value, between 0 and 1, can be thought of as the percentage of times that the resource is translated correctly. If the resource can be perfectly translated by System 2 every time, then τ q = 1; if it is only successfully translated 47 out of 100 times, τ q = 0.47. Translation quality could be determined from experiments. It depends on the type of resource and the sending and receiving systems, but once determined, is independent of changes in P l , which will vary depending on requirements.
A reliability block diagram showing transmission and translation for a single exchange option between System 1 and System 2 is shown in Fig. 4 . The reliability of translation, Θ l , is calculated using probability. If the set of outcomes is A: not translating, or 1 − P l , and B: translating and doing it correctly, or P l * τ q , then P (A or B) = P (A) + P (B) − P (A and B) . This is shown in Equation 3 . The reliability of translation can have a maximum value of 1 (if P l = 0) and a minimum value of τ q (if P l = 1).
Using reliability in series, a value of interoperability for each available method is calculated by multiplying the reliability of transmission and reliability of translation. Equation 1 is applied, resulting in Equation 4 .
Bear in mind that this value of interoperability is directional; it is for a single method of transferring a resource from System 1 to System 2. A transfer from System 2 to System 1 may have a different value, depending on its ability to transmit the resource and whether translation is required. A different method will probably also vary in transmission or translation reliability.
Each pair of systems (i and j) could have multiple methods available to exchange a resource. After calculating each Θ ij method , a single value Θ ij is calculated for one type of resource exchange. This calculation uses the appropriate properties of redundancy, such as full active redundancy, as shown in Equation 2, or cold standby redundancy. Having multiple methods of resource exchange available will increase interoperability, as will relaxing requirements. For example, two computers exchanging a file only over a local network will have a lower interoperability score than two computers exchanging a file over the local network but with a backup method of printing the file. This intuitive relation will be quantified in the example in the next section.
For each required resource exchange, the interoperability values Θ ij for each system pair are combined into an n × n matrix, where n is the number of different system types in the architecture. This is called the Resource Transfer Interoperability Matrix. Mathematically, if a pair of systems i and j are not required for a particular resource exchange, then Θ ij = 1 because failure is technically not possible if a transfer is not required to occur. A value of 1 also allows later calculations of the overall interoperability of a system pair across multiple resource exchanges. However, because this is not intuitive (1 should denote perfect interoperability), blank matrix entries equal to 1 are shown as dashes. If a pair of systems conducts more than one resource exchange during the operational process, the product of all their exchanges is multiplied to yield a cumulative interoperability value for that system pair (again using the concept of reliability in series: if one required exchange fails, the process fails). This operation is performed using element-wise multiplication of all Resource Transfer Interoperability Matrices. This will be demonstrated in the next section. The resulting System of Systems Interoperability Matrix can be fed into a separate model that links interoperability with operational metrics of performance [18] .
IV. EXAMPLE APPLICATION
Consider the previous scenario of a computer sending a file to another computer. Let there be a small network of computers running four operating systems: Windows R , Mac OS R , Linux R , and Android TM . These will be the systems in the network; a 4 × 4 Resource Transfer Interoperability Matrix will be constructed. Let the resource exchange be a directional transfer of a 5 MB .pptx file that must satisfy the requirement that the transfer be completed within two minutes.
First, the interoperability of a Windows system transferring the .pptx file to a Mac OS system will be investigated. The reliability of transmission will depend on the method used to transfer the file. Suppose three methods are available: sending the file over a Local Area Network (LAN), printing the presentation and manually re-entering it on the Mac, or burning the file to a compact disc (CD) and physically carrying the CD to the receiving computer. Suppose the probability of successfully sending the file is 0.9 over the network, 0.4 via printing, and 0.8 via the CD, as shown in Table I . These are the reliabilities of transmission within two minutes.
Next, the reliability of translation will depend on the sending and receiving systems. To calculate Θ l , consider the ability of the Mac to read the .pptx file. From experience, not all graphics or text boxes load correctly if the file was created on a Windows computer. The probability of requiring translation may be fairly high, perhaps 0.8. If translation is required, 90% of the file might load correctly. However, if the file is not being read directly, as in the case of manually recreating the presentation, no translation will be required, yielding a 0 probability of translation and a default value of 1 for translation quality. The total reliability of each method is shown in the last column, calculated using Equation 4 .
Next, consider limiting the file transfer to one method vs. allowing a backup method. For multiple methods, Eqn. 2 is invoked (assuming full active redundancy for simplicity). Sample results are shown in Table II . The value for print + CD is calculated by taking Θ = 1 − (1 − 0.4)(1 − 0.736) = 0.842, and LAN + print is calculated similarly. While transferring only over the LAN is more reliable than print or CD alone, allowing both print and CD yields a higher value of interoperability between the Windows system and Mac, and choosing both LAN and print increases interoperability even more. It is easy to see that having a backup method of resource transfer available increases interoperability. Changing the mission requirements also affects interoperability. Requirements are incorporated into this interoperability measurement in the reliability of transmission but also by dictating which systems are required to exchange resources and which methods are available to those systems to transfer each resource. If the requirement to transfer the file is relaxed from "within two minutes" to "within 10 minutes", then the probability of successfully completing the transfer in the time limit is increased across all methods, as shown in Table  III . Corresponding increases in interoperability occur for all options (LAN, Print + CD, and LAN + Print) [ Table IV ].
The next step is to calculate the system pair interoperability values for each required resource exchange. Figure 5 shows a potential network and its available connections. The familiar Windows to Mac OS connection is included, with the addition of a potential wireless local area network (WLAN) exchange method. The other two types of systems in the network, as mentioned previously, are Linux computers and Android devices. Suppose the Linux computers are behind an air gap for security and are not connected to other computers by LAN or WLAN. Assume Android devices such as smart phones or tablets can only exchange resources wirelessly. Figure 5 also shows systems potentially connecting to other identical Table V and Table VI . These exchanges will have values for Θ m as resources are exchanged across time and space, but it is assumed that Θ l = 1. Note that different versions of a system should be considered different systems for the purpose of interoperability calculations. Let there be two hypothetical required resource exchanges for this network. The first exchange, exchanging file.pptx within 2 minutes, must be completed by Windows ↔ Windows, Windows ↔ Mac OS, Android ↔ Android, and Android → Windows. The second exchange, e.g. file2.pptx, requires successful transfer between Windows ↔ Windows, Windows ↔ Linux, and Linux ↔ Linux. These exchanges are shown in Figure 6 . Hypothetical values for each Θ in each exchange are shown in the two Resource Transfer Interoperability Matrices (Table V and Table VI) ; the calculations to obtain these matrices are omitted because the goal of this section is to illustrate the integration of multiple system pairs into a single SoS matrix of interoperability measurements. Directional transfers and differences in transmission or translation result in an asymmetric matrix, where a transfer from System 2 to 1 populates the entry [2, 1] . It is easy to compare the relative interoperability of each system pair within the matrices; in the first exchange, physical network connections yield high interoperability values while wireless connections result in a much lower value. In the second exchange, the differences in the Linux → Windows and Windows → Linux values are due to different probabilities of translation in Θ l .
Finally, to obtain a System of Systems Interoperability Matrix, element-wise multiplication is used to combine all Resource Exchange Interoperability Matrices into a single matrix, shown in Table VII . Entry [1, 1] in this matrix, the Windows ↔ Windows connection, is required for both exchanges: 0.995 × 0.932 = 0.927. The dashed entries of the matrix reflect that a resource exchange is not required to occur between those two systems in that direction. The SoS Interoperability Matrix provides information about the interoperability of system pairs within an operational process. Each entry's value is between 0 and 1, allowing intuitive understanding of the relative interoperability of component systems. However, this matrix's usefulness is greatly increased by using it as an input to a model that can link SoS interoperability to overall metrics of performance, such as time to complete the process or percentage of data shared across the network.
V. CONCLUSION
This matrix of interoperability could provide decision makers with information about an architecture and allow them to compare existing and potential systems of systems during the early phases of acquisition. This method is unique because it does not rely on qualitative assessments of technology maturity or adherence to standards. The decision makers will be able to set requirements and understand quantitatively how the interoperability of a system of systems is affected. Additionally, by linking with a separate performance model, they will be able to track how changing systems' reliability or adding a method of transfer affects a system of systems' operational performance. In the example, reliability could be increased by using a faster printer, burning the CD more quickly, or by having a shorter distance to carry the hard copy or CD. In a larger system of systems, the interoperability matrix would be able to reflect the infusion of a new technology or the acquisition of additional assets. Future work will perform trade studies that examine the interoperability effects of adding new systems or varying the performance and requirements of current systems.
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